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ABSTRACT 

Health is the most fundamental factor of every 

citizen, particularly in Indonesia. Considering 

that many people need health services, patients’ 

data are pivotal as they contain Patients’ health 

and medical records, identity, examination, 

medication, and other services patients receive in 

health services. Medical record in Indonesia is 

regulated by the Minister of Health Regulation 

No. 269 of 2008 on Medical Records and Minister 

of Health Regulation No .22 of 2022 on 

Electronic Medical Records. The transition to 

electronic medical records is expected to finish on 

31 December 2023. Electronic Medical Records 

(EMRs), which are now being implemented across 

the healthcare system in Indonesia, have the 

potential to fulfill the rights of citizens in the 

healthcare sector. On the other hand, data 

security for patients requires protection, as 

electronic systems may be vulnerable to data 

breaches and misuse by unauthorized individuals.  

The objective of this research is to examine the 

legal protection for patients when their electronic 

medical record data is misused and to elucidate 

patients' rights in the realm of healthcare, 

particularly concerning medical records. The 

research employs a normative juridical approach 

with a legislative regulation focus.  Article 29 of 
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Minister of Health Regulation No. 22 of 2022 

already addresses data protection for patients' 

personal information, although continuous 

monitoring of the implementation of patient's 

Electronic Medical Records is still necessary. The 

findings of this study emphasize the necessity of 

ensuring data protection guarantees for patients 

stored within electronic systems. 

Keywords: Electronic Medical Record; Health 

Service, Legal Protection 

 

I. INTRODUCTION 

The first paragraph of article 28H of the 1945 Constitution states that Every 

person is entitled to live prosperous physically and spiritually, to have a place to reside, 

and to acquire a good and healthy living environment as well as be entitled to obtain 

health care. Article 9 of Law no. 39 of 1999 on Human Rights states that every 

individual has right to live, survive, and improve their standard of living. They also 

have rights to live prosperous physically and spiritually, in addition to rights to Good 

and healthy environments. In other words, Indonesia warrants the right to health of its 

citizens as a part of human rights. Health is closely related to individuals’ daily life. 

Health care, medicine, clean and healthy environments, and other health-related Factor 

are vital to individuals’ sustainability. Without good health, individuals will find it 

difficult to live in dignity and have longer live expectancy.1 

In addition to its citizen's rights to health, Indonesia also has regulations on 

health, namely Law No. 36 of 2009 on Health.  Article 4 of Law No. 36 of 2009 also 

mentions the rights to obtain optimal health. Law on health is part of the country's 

commitment to ensure its citizen’s health by providing competent, nondiscrimination 

healthcare facilities, regardless of some violations that emerged during its process. 

The state should serve as a healthcare provider for its citizens. It should be noted 

that, when adhering to democratic principles, the government is mandated with powers 

                                                             
1 LBHM. Buku Saku Hak Atas Kesehatan. LBH Masyarakat, 2019, p.1 
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to protect every citizen’s rights.2 The government's power should be used only to 

promote and fulfill every human right. In Indonesia, the government launched Jaminan 

Kesehatan Nasional (National Health Insurance), which is administered by BPJS 

(Badan Penyelenggara Jaminan Sosial/ Social Security Administrative Body), an 

institution established based on Law no. 24 of 2011 on BPJS, mandated in Law no. 40 

of 2004 on National Social Security System (SJSN). The National Health Insurance 

(JKN) constitutes the government's effort to help poor people who find it difficult to 

access health services.3 The term used by the government to protect its citizens is social 

security.  Social security is distinct from insurance. Social security is a government-

sponsored program, regulated by the government, and governed by legal procedures 

outlined in legislation, whereas insurance is a protection program administered by either 

private entities or state-owned enterprises.4 

The central and regional government should provide a healthcare facility that 

contains the necessary tools or spaces to carry out health services. It should also be run 

by health professionals who are capable of performing medical actions. One of the 

important aspects of health service is the administration of medical records. A medical 

record is a pivotal document in any healthcare facility, as it contains any information 

related to patients’ treatment, personal data, and health history, among others.5 Due to 

its importance, every doctor and dentist is obliged to make medical records, either 

manually or electronically. 

The medical record contains important data on patients’ identity, health history, 

medical actions, and medication. Hence, it should be written in a complete and accurate 

manner. The medical record has several benefits for administrative, medical, legal, 

financial, research, educational, and documentary aspects. In addition to supporting 

                                                             
2 Referensi Elsam. “Kesehatan Sebagai Hak Asasi Manusia Referensi HAM.”, 2015, 
https://referensi.elsam.or.id/wp-content/uploads/2014/12/KESEHATAN-SEBAGAI-HAK-ASASI-

MANUSIA.pdf. 
3 Ardinata, Mikho. “Tanggung Jawab Negara Terhadap jaminan Kesehatan Dalam Prespektif Hak Asasi 

Manusia (HAM).” Jurnal HAM, Vol 11, No. 2, 2020, p. 319. 

http://dx.doi.org/10.30641/ham.2020.11.319-332.   
4 Purwanto. “Pembaharuan Definisi Asuransi dalam Sistem Hukum di Indonesia.” Risalah Hukum, Vol 2, 

No 2, (2020), p. 87-93. 
5 Kementrian Kesehatan. “Rekam Medis: Apa Manfaatnya.” Kemkes.go.id, Selasa 06 September 2022 

https://yankes.kemkes.go.id/view_artikel/1445/rekam-medis-apa-

manfaatnya#:~:text=Manfaat%20kegunaan%20rekam%20medis%20secara,kesehatan%20dan%20data%2

0statistik%20kesehatan,  

https://referensi.elsam.or.id/wp-content/uploads/2014/12/KESEHATAN-SEBAGAI-HAK-ASASI-MANUSIA.pdf
https://referensi.elsam.or.id/wp-content/uploads/2014/12/KESEHATAN-SEBAGAI-HAK-ASASI-MANUSIA.pdf
https://yankes.kemkes.go.id/view_artikel/1445/rekam-medis-apa-manfaatnya#:~:text=Manfaat%20kegunaan%20rekam%20medis%20secara,kesehatan%20dan%20data%20statistik%20kesehatan
https://yankes.kemkes.go.id/view_artikel/1445/rekam-medis-apa-manfaatnya#:~:text=Manfaat%20kegunaan%20rekam%20medis%20secara,kesehatan%20dan%20data%20statistik%20kesehatan
https://yankes.kemkes.go.id/view_artikel/1445/rekam-medis-apa-manfaatnya#:~:text=Manfaat%20kegunaan%20rekam%20medis%20secara,kesehatan%20dan%20data%20statistik%20kesehatan
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health services for patients,6 the medical record allows tracking of patients’ health 

history and hospital visits. It helps doctors and nurses understand the patient’s health 

history when they need further medical treatment. Making a medical record is one of the 

doctor's and dentists’ responsibilities when carrying out their medical practices, as 

explicitly stated in Article 46 of Law No. 29 of 2004 on Medical Practice. To 

implement article 46 of Law no. 29 of 2004, the Minister of Health Regulation no. 

269/MENKES/PER/2008 on Medical Record is issued.7 

The technological development has provided more efficient systems through 

digitalization in various sectors, including the health sector. The conventional, paper-

based medical record has begun to shift to electronic medical records with its abundant 

features and simplicity to support health professionals and patients. The electronic 

medical record is made using an electronic system, which also serves as a digital storage 

of patient’s health status and the healthcare services they receive throughout their lives.8 

The electronic medical record system also aids staff, doctors, and healthcare 

professionals in efficiently managing patient data.  From the patient's perspective, they 

can access their health data, eliminating the need to request data from healthcare 

providers or provide the same information repeatedly. Manual medical records face 

challenges in storage, especially in terms of filing, which can be problematic for 

outpatient care patients, as it necessitates suitable storage space.9 

On September 12, 2022, the Ministry of Health of the Republic of Indonesia 

issued regulations pertaining to Electronic Medical Records (EMR) as stipulated in 

Minister of Health Regulation No. 24 of 2022 concerning Medical Records. This 

regulation emerges in support of the efforts to align healthcare technology 

                                                             
6 IIK Bhakti Wiyata. “Apa Itu Rekam Medis? Ini Penjelasan Lengkapnya.” LUMINA MAGAZINA, 1 

September 2022, https://iik.ac.id/blog/apa-itu-rekam-medis/.  
7 Sharon, Tirsa. Tinjauan Rekam Medis Elektronik di Indonesia Dan Perkembangannya Berdasarkan 

Peraturan Perundang-undangan di Indonesia Beserta Harmonisasinya Dengan Electronic Health 

Records (Manual for Developing Countries). Skripsi, FH Universitas Kristen Maranatha, 2023, p. 2. 
8 Admin, “Apa Itu Rekam Medis Elektronik? Ini Penjelasan, Fungsi dan Manfaatnya Bagi Klinik dan 

Faskes.” Klinik Pintar, 26 November 2022, https://klinikpintar.id/blog/apa-itu-rekam-medis-elektronik-

ini-penjelasan-fungsi-dan-manfaatnya-bagi-fasyankes.  
9 Rahmadiliyani, Nina and Faisal. “Kerahasiaan Rekam Medis Di Rumah Sakit Aveciena Medika 

Martapura.” Jurnal Management Informasi Kesehatan Indonesia, Vol. 6, No.2, 2018, p. 73. 

https://doi.org/10.33560/jmiki.v6i2.189.  

https://iik.ac.id/blog/apa-itu-rekam-medis/
https://klinikpintar.id/blog/apa-itu-rekam-medis-elektronik-ini-penjelasan-fungsi-dan-manfaatnya-bagi-fasyankes
https://klinikpintar.id/blog/apa-itu-rekam-medis-elektronik-ini-penjelasan-fungsi-dan-manfaatnya-bagi-fasyankes
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transformation with the 6th pillar of Health Transformation10 (Indonesia's six pillars of 

health transformation include the transformation of Primary Services, Referral Service 

Transformation, Health Resilience System Transformation, Health Financing System 

Transformation, Health Workforce Transformation, and Healthcare Technology 

Transformation).11 The government's policy update represents a revision of the previous 

Minister of Health Regulation, No. 269 of 2008, which adapts to the advancements in 

science and technology, service requirements, policies, and legal considerations in the 

field of healthcare for the Indonesian people. 

Several challenges are associated with the implementation of Electronic Medical 

Records (EMR), including the initial phase where not all healthcare professionals are 

adequately prepared to use it.  Additionally, issues may arise when there are internet or 

network-related constraints. On the flip side, the electronic medical record system 

significantly benefits healthcare facilities, as it aids in providing faster services, 

reducing the need for human resources, and cutting down the costs associated with 

medical record units.12 

Patients’ data stored in electronic medical records may include patients’ identity, 

examination results, medication, medical action, and other treatments received by 

patients. While this data is essential for healthcare-related information, the completeness 

of patient data, without the assurance of data security, can be vulnerable to misuse by 

irresponsible individuals.  

The security and confidentiality of patient medical records must be maintained 

against both internal and external factors. Internal factors often involve files going 

missing outside designated areas, such as inpatient rooms or the emergency department. 

External factors frequently lead to files falling due to overcrowded shelves and the 

                                                             
10 Rubiyanti, Neng Sari. “Penerapan Rekam Medis Elektronik di Rumah Sakit di Indonesia: Kajian 

Yuridis.” ALADALAH: Jurnal Politik, Sosial, Hukum dan Humaniora, Vol. 1, No. 1, 2023, pp. 179-187, 

https://doi.org/10.59246/aladalah.v1i1.163.  
11 Kominfo Badan Pengawas Pembangunan dan Keuangan Daerah Sulteng. “Enam Pilar Transformasi 

Kesehatan Indonesia.” 11 April 2023, bpkp.go.id, https://www.bpkp.go.id/berita/read/41914/0/Enam-

Pilar-Transformasi-Kesehatan-

Indonesia#:~:text=Dalam%20kesempatan%20tersebut%2C%20Komang%20menjelaskan,Kesehatan%2C

%20dan%20Transformasi%20Teknologi%20Kesehatan.  
12 Siswati, Jessica Dwi. “Tinjauan Penerapan Sistem Rekam Medis Elektronik Rawat Jalan di Rumah 

Sakit Pelabuhan Jakarta.” Forum Ilmiah, Vol. 14, No .2, 2017, p. 179.   

https://www.bpkp.go.id/berita/read/41914/0/Enam-Pilar-Transformasi-Kesehatan-Indonesia#:~:text=Dalam%20kesempatan%20tersebut%2C%20Komang%20menjelaskan,Kesehatan%2C%20dan%20Transformasi%20Teknologi%20Kesehatan
https://www.bpkp.go.id/berita/read/41914/0/Enam-Pilar-Transformasi-Kesehatan-Indonesia#:~:text=Dalam%20kesempatan%20tersebut%2C%20Komang%20menjelaskan,Kesehatan%2C%20dan%20Transformasi%20Teknologi%20Kesehatan
https://www.bpkp.go.id/berita/read/41914/0/Enam-Pilar-Transformasi-Kesehatan-Indonesia#:~:text=Dalam%20kesempatan%20tersebut%2C%20Komang%20menjelaskan,Kesehatan%2C%20dan%20Transformasi%20Teknologi%20Kesehatan
https://www.bpkp.go.id/berita/read/41914/0/Enam-Pilar-Transformasi-Kesehatan-Indonesia#:~:text=Dalam%20kesempatan%20tersebut%2C%20Komang%20menjelaskan,Kesehatan%2C%20dan%20Transformasi%20Teknologi%20Kesehatan
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mismatch of file numbers with the intended order.13 Hence, electronic medical records 

are essential to minimize these existing challenges. 

Indonesia has already regulated personal data protection through Minister 

Regulation No. 20 of 2016 on Personal Data Protection. The regulation defines personal 

data as certain individual data that are stored, maintained, validated, and protected to be 

kept confidential.14  The owner of personal data is an individual whose information is 

attached to the data. Every electronic system provider should have internal personal data 

protection regulations to operate.   

Information and Technology development in this era is undeniably helpful in 

various sectors, including the health sector. Technology allows better, faster, and more 

efficient management of big data. However, it is also prone to various risks, such as 

data misuse, personal data theft, personal data transactions, fraud, and other risks.15 

Therefore, it is necessary to further study patients’ personal data protection as the 

conventional medical record begins to shift to the electronic medical record. 

Research related to electronic medical records has been extensively conducted 

and documented. However, the focus on the protection of patients' personal data has 

become crucial, especially as electronic medical records allow patients to input their 

personal information. This poses a significant concern in case of data breaches and 

misuse by irresponsible parties.  

With regard to the shift to electronic medical records and patients’ personal data 

protection from misuse, this study specifically aimed to answer the following questions: 

(1) What forms of misuse can occur with electronic medical records in healthcare 

services? And (2) What are the legal protections of patients’ data stored in electronic 

medical records? 

                                                             
13 Fauzi, Muhamad Rizal, et al. “Kerahasiaan dan Keamanan Rekam Medis di Rumah Sakit Hermina 

Arca Manik.” Cendekia: Jurnal Ilmiah Indonesia, Vol 9, No. 1, 2021, p. 1163. 

https://doi.org/10.59141/cerdika.v1i9.176.  
14 Kementrian Informasi dan Informatika Republik Indonesia Indonesia ,”Sudah Miliki Aturan Soal 

Perlindungan Data Pribadi.”https://www.kominfo.go.id/content/detail/8621/indonesia-sudah-miliki-

aturan-soal-perlindungan-data-pribadi/0/sorotan_media,  
15 Tua, Sahat Maruli. “Penyalahgunaan Data Pribadi Sebagai Bentuk Kejahatan Sempurna Dalam 

Prespektif Hukum Siber.” Jurnal SASI Universitas Pattimura, 2021, p.20. 10.47268/sasi.v27i1.394 

https://doi.org/10.59141/cerdika.v1i9.176
https://www.kominfo.go.id/content/detail/8621/indonesia-sudah-miliki-aturan-soal-perlindungan-data-pribadi/0/sorotan_media
https://www.kominfo.go.id/content/detail/8621/indonesia-sudah-miliki-aturan-soal-perlindungan-data-pribadi/0/sorotan_media
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This study applied a normative legal approach. It views law as matters written in 

the regulatory legislation (law in books) and conceptualized as principles and norms 

used as a standard of human’s appropriate behaviors.16 This legal study was descriptive 

and analytical in nature, as it focused on the issue of legal protection of patients’ 

electronic medical records according to Indonesian law.  

It applied statute and conceptual approaches and used primary legal material, 

namely Minister of Health Regulation No. 24 of 2022 on Electronic Medical Record. 

This legal material was supported by secondary materials, including books, journals, 

legal theories, scholars’ statements, and articles. Tertiary legal materials, i.e., legal 

information and a dictionary, were also used.17 

 

II. DISCUSSION 

1. Electronic Medical Record and Healthcare Warranty for Indonesian Citizen 

The term healthcare refers to acts of maintaining or improving one’s health status 

through preventive measures, diagnosis, therapy, and recovery from diseases, injury, or 

physical and mental disorders, among others. It is professionally provided by health 

professionals including doctors, dentists, nurse, midwife, pharmacists, and their 

assistants. Health is undeniably one of humans' primary needs in addition to food, 

shelter, and clothing, as individuals with poor health conditions will likely find it 

difficult to do their daily activities, making their lives meaningless 18 

The 1945 Constitution warrants healthcare for every Indonesian citizen through the 

first paragraph of article 28H, which reads: Every person is entitled to live prosperous 

physically and spiritually, to have a place to reside, and to acquire a good and healthy 

living environment as well as be entitled to obtain health care Indonesia warrants this 

right as one of the basic rights of its citizen, given that health is one’s primary needs, in 

                                                             
16 Amiruddin and Zainal Asikin. Pengantar Metode Penelitian Hukum. Jakarta, Raja Grafindo Persada, 

2018, p. 118. 
17 Genaro, Govin. “Metode Penelitian (Tinjauan Yuridis Kewenangan DPRD Dalam Mengusulkan 

Pemberhentian Hakim Konstitusi).” Jurnal UKM, April 2023, p. 6. 
18 Pattihatul Jannah Putri Bantennia, Upaya Dinas Kesehatan Dalam Meningkatkan Pelayanan Kesehatan 

Masyarakat (Studi Kasus Di Puskesmas Kampar Utara Kecamatan Kampar Utara Kabupaten Kampar). 

Skripsi, Fakultas Ekonomi Dan Ilmu Sosial Universitas Islam Negeri Sultan Syarif Kasim Riau 

Pekanbaru, 2017. 



Dialogia Iuridica 

Volume 15 Nomor 1, November 2023 

101 

 

addition to clothing, food, and shelters. A country capable of fulfilling its citizens’ 

health-related needs will likely be able to present welfare to its people, as healthy 

people will perform Their daily activities more optimally to fulfill their needs, and 

eventually achieve welfare.  

The government’s effort in developing the health sector is basically aimed at 

improving people’s awareness, willingness, and ability to live healthily. As one of 

human basic rights, health should be developed through various efforts in order to 

provide high-quality, affordable healthcare for the people.19   

Since health is one of human’s basic needs, community health could be seen as one of 

the pillars of the country's development. It is often said that being healthy is everything, 

without which life would be meaningless 20 Therefore, every effort to improve 

community health should not be discriminative and should be participative, protective, 

and sustainable in order to improve the country’s human resource, competitiveness, and 

national development.21 Since paragraph 1 of article 28H of the 1945 Constitution 

explicitly stated that every citizen has a right to health care, people’s right to health is 

officially a right the government should protect and fulfill through real and concrete 

efforts.   

Medical record serves as one of the means of information related to medical and 

health services. Its archiving process could be done manually or digitally. Regardless of 

its setting, either manually or digitally managed, medical record management should 

take legal perspectives into account in order to ensure the legal protection of all 

involved parties.22  

Some time ago, the Kompas newspaper reported allegations of a breach of 

personal data of the public occurring in early 2022.  According to the information 

gathered, approximately six million records of Covid-19 patients were allegedly sold on 

                                                             
19 Habas, Hafid, et.al. Buku Pedoman Hak Asasi Manusia Bagi Dokter Dan Pasien dalam Mencegah 

Malpraktek Kedokteran. Badan Penelitian dan Pengembangan HAM Departemen Hukum dan HAM RI, 

2008, p. 1  
20 Perwira, Indra. Kesehatan Sebagai Hak Asasi Manusia, dalam Bagir Manan, et.al., Dimensi-Dimensi 

Hukum Hak Asasi Manusia. Bandung: PSKN FH Unpad, 2009, p. 138. 
21 Isriawaty, Fheriyal Sri. “Tanggung Jawab Negara Dalam Pemenuhan Hak Atas Kesehatan Masyarakat 

Berdasarkan Undang-undang Dasar Negara Republik Indonesia 1945.” Jurnal Ilmu Hukum Legal 

Opinion, Vol. 3, No. 2, 2015.  p. 1 
22 Sharon, Tirsa, Op.Cit, p. 3. 
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the RaidForums website.  These personal data encompassed patient identities, including 

home addresses, birthdates, phone numbers, national identification numbers (NIK), and 

medical records. It is expected that the Ministry of Health and other relevant authorities 

should conduct evaluations and enhance internal policies regarding data protection.23  

Article 46 of Law no. 29 of 2004 on Medical Practice stipulates that medical 

record is one of the obligation of all doctors and dentists should perform when carrying 

out their medical practice. One’s medical record is conventionally written on papers, 

and any additional information related to the patient could be written on the paper, and 

patients and their families should sign on the record. The Minister of Health regulation 

no. 24 of 2022, which amends the Minister of Health regulation no. 269 of 2008, has 

explicitly stipulated the obligation, types, and content of medical record, in addition to 

the administration mechanism, confidentiality, and its benefits for healthcare facilities.  

Technological development begins to turn conventional medical record into the 

electronic one. Electronic medical record allows health professionals and patients see 

their health history. The digital system allows staffs, doctor, and other workers to 

manage patients’ data more easily. From patients’ perspectives, the digital system 

allows them to access their health data and release them from the need of physical data 

on health history. Electronic medical record is made using an electronic system, which 

also serves as a digital storage of patients’ health status and healthcare services they 

receive throughout their lives.24 

It is reported to have several benefits for clinics and health facilities as follows:25 

(a) Efficient and space-saving, conventional medical record system requires paper to 

record patients’ condition and complaints when visiting healthcare facilities. 

Furthermore, documents that have been stored for years would be more difficult to find, 

causing dual document issues as patients should re-register. Addressing these issues, the 

electronic medical record allows efficient, integrated patients data, preventing data 

dualism in the future. (b)  Practical for patients and healthcare facilities, electronic 

                                                             
23 Kustiasih, Rini. “Data Rekam Medis PasienCovid-19 Diduga Bocor, Segera Tuntaskan RUU 

Perlindungan Data Pribadi.” Kompas.Id,  7 Januari 2022, 

https://www.kompas.id/baca/polhuk/2022/01/07/data-rekam-medis-pasien-covid-19-diduga-bocor-segera-

tuntaskan-ruu-perlindungan-data-pribadi . 
24 Admin, “Apa Itu Rekam Medis Elektronik? Ini Penjelasan, Fungsi dan Manfaatnya Bagi Klinik dan 

Faskes.” Op.Cit. 
25 Ibid. 

https://www.kompas.id/baca/polhuk/2022/01/07/data-rekam-medis-pasien-covid-19-diduga-bocor-segera-tuntaskan-ruu-perlindungan-data-pribadi
https://www.kompas.id/baca/polhuk/2022/01/07/data-rekam-medis-pasien-covid-19-diduga-bocor-segera-tuntaskan-ruu-perlindungan-data-pribadi
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medical record is helpful for patients engaging in interclinic treatments. Patients’ digital 

registration could help patients to continue the treatment process anytime and anywhere. 

(c) Accelerating Service, in some conditions, patients need to engage in outpatient care 

in several places and will have difficulty To bring physical documents related to their 

health history. Late delivery of patients’ data can cause delayed service and medical 

actions. In this regard, electronic medical record could potentially help accelerate the 

service (d) Improved Readability, conventional medical record system sometimes has 

issues on readability, including the medical receipt that are difficult to read. The digital 

medical record allows doctors and other health professionals to type the data, thus 

ensuring high readability and minimizing potential errors. (e) Easier Data Search, 

electronic medical record system allows easier data search and prevents dual data. It 

could be done by typing relevant keywords, and related data from previous years may 

come up. (f) Avoiding misplaced documents, misplaced documents potentially causes 

more difficult data search and makes the health workers make a new record, resulting in 

dual medical record. (g)  Medical record security, electronic medical record may 

enhance confidentiality, thus only permitted individuals could access the electronic 

medical record. 

The confidentiality of manual medical records is not well-preserved.  Medical 

records are often transported by distribution personnel to outpatient clinics or healthcare 

facilities for patient examinations.  In some cases, patients themselves have to bring 

their files to the hospital or healthcare facility they intend to visit. Ideally, medical 

records should not be solely in the possession of patients but should be transported by 

distribution personnel, and this responsibility should fall under the purview of 

healthcare facility management.26 

The utilization of information and communication technology to connect 

community health centers and hospitals through electronic health (e-health) applications 

has become a global issue. This is an integral part of enhancing healthcare services 

involving medical service organizations in hospitals, clinics, etc., which engage doctors, 

                                                             
26 Prasasti, Tazia intan and Dian Budi Santoso. “Keamanan dan Kerahasiaan Berkas Rekam Medis di 

RSUD Dr. Soehadi Prijonegoro Klaten.” Jurnal Kesehatan Vokasional, Vol. 2 No. 1, 2017, pp. 138-139, 

https://doi.org/10.22146/jkesvo.30326.  
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nurses, and other healthcare professionals,27 collectively constituting the assurance of 

public healthcare services. The Electronic Information and Transactions Law (UU ITE) 

in Article 9 explains: “businesses offering products through an Electronic Transaction 

System must provide complete and accurate information regarding terms, contracts, 

manufacturers, and the products offered.” Additionally, Article 10 of the UU ITE 

regulates certification institutions for the reliability of business operators. Furthermore, 

these regulations are detailed in Article 2 of Minister of Health Regulation No. 

269/2008 on Medical Records: “(1) medical records must be made in writing, complete, 

and clear, or in electronic form; (2) The management of medical records using 

information technology is further governed by separate regulations.  This implies that 

the Electronic Information and Transactions Law is in alignment with the electronic 

management of medical records. 28 

Medical record begins to shift to electronic system since the issuance of Minister 

of Health Regulation No. 22 of 2022 on Medical Record. This regulation obliges 

healthcare facilities to perform electronic medical recording. The transition from 

conventional to electronic medical records should be done at the latest in 31 December 

202329.  Patients’ medical record is one of the fundamental rights of Indonesian citizen 

the government should fulfill in order to protect citizen’s rights to healthcare. Data 

breaches of patient medical records that occurred during the COVID-19 pandemic 

should indeed be the responsibility of the hospital. According to Article 46 of Law No. 

44 of 2009 regarding Hospitals, hospitals have a legal obligation for accountability for 

healthcare professionals' mistakes, meaning they are accountable for any harm caused to 

the patient. This aligns with Hans Kelsen's theory of legal accountability, which states 

that someone is responsible for a specific action or that they bear responsibility for a 

sanction in the event of actions that are in violation. In the case of data breaches of 

                                                             
27 Prasetyo, Handryas, et al. “Urgensi Perlindungan Hukum Data Pribadi Pasien Dalam Pelayanan 

Kesehatan Berbasis Teknologi Di Indonesia.” Jurnal Ilmiah Galuh Justisi, Vol. 8, No. 2, 2020, pp. 138-

139, http://dx.doi.org/10.25157/justisi.v8i2.3479. 
28 Octarina, Nyndia Fatmawati et al. “Tinjauan Terhadap UU ITE untuk Penerapan Rekam Medis 

Berbasis Online Pada Penduduk Muslim di Indonesia.” Jurnal Studi Islam dan Muamalah, Vol. 5, No. 2, 

2018, pp. 78-94.  
29 Rokom. “Fasyankes Wajib Terapkan Rekam Medis Elektronik.” sehatnegeriku.kemkes.go.id,  9 

September 2022, https://sehatnegeriku.kemkes.go.id/baca/umum/20220909/0841042/fasyankes-wajib-

terapkan-rekam-medis-elektronik/. 

https://sehatnegeriku.kemkes.go.id/baca/umum/20220909/0841042/fasyankes-wajib-terapkan-rekam-medis-elektronik/
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patient medical records during the COVID-19 pandemic, both the hospital and 

healthcare professionals should be held accountable.30  

As a social control tool, the functions of the law can be divided into two 

categories: preventive efforts and repressive efforts. Preventive efforts in the case of 

patient medical record data breaches involve establishing strict regulations for both 

individuals who disclose patients' personal data and the entities responsible for inputting 

patient medical record data containing personal information (in this context, healthcare 

facility operators using electronic medical records). Repressive efforts that can be 

undertaken include the immediate protection of patient medical record data containing 

personal information to prevent further breaches. This is particularly important since 

patient data will persist as long as electronic medical records continue to be used.31 

 

2. Legal Protection of Patients’ Data in Electronic Medical Record 

Minister of Health Regulation is the regulatory framework and implementation 

of health technology, which serves as the sixth pillars of the health transformation 32. 

The policy on electronic medical record is issued to amend the minister of health 

regulation no. 269 of 2008 by considering science, technology, people’s needs, policy, 

and law amid the community. Ministry of Health realizes that technological 

development should also be followed by the development and data digitalization in the 

health sector. In this regard, electronic medical record system could help treating 

patients more optimally. 

Electronic medical record is also related to electronic transactions stipulated in 

Law no. 11 of 2008 on Electronic Information and Transaction. The law mentions 

several terms, such as, among others, electronic signature ( a signature that consist of 

attached electronic information, associated with other electronic information for 

verification and authentication purposes), electronic certificate (an electronic certificate 

that generates electronic signature and identity, which displays the legal status of 

                                                             
30 Baskara, Made Bayu, et al. “Tanggung Jawab Rumah Sakit Terhadap Kerahasiaan Rekam Medis 

(Medic Record) di Masa Pandemi Covid 19.” Jurnal Analogi Hukum, Vol. 4, No. 1, 2022, pp. 26-30, 

https://doi.org/10.22225/ah.4.1.2022.26-30. 
31 Ibid. 
32 Rokom. “Fasyankes Wajib Terapkan Rekam Medis Elektronik.” Op.Cit. 
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individuals in electronic transactions, issued by the electronic certification provider), 

And electronic certificate provider (a legal entity who serves as a trusted party to give 

and audit an electronic system). 

Electronic medical record provided by healthcare facilities is linked to SATU 

SEHAT, an application developed by the Ministry of Health. With regard to human 

resources, Ministry of health facilitates the health facilities’ digitalization, especially 

Puskesmas (Community health clinics) with limited digital human resources, by Adding 

human resources for digital department in each Puskesmas. In the hospital setting, the 

digitalization process does not require additional human resources, as the doctor and the 

nurse themselves should input the diagnosis result. Patients’ electronic medical record 

could be accessed through PeduliLindungi. This application is not developed only for 

Covid-19 cases but also for accessing all health services. Individuals who do not 

possess smartphones could access their record directly in the healthcare facilities. It is 

also pivotal to consider data security and prepare a safe, standardized medical record. 33 

All healthcare facilities, regardless of the recording system they use, are obliged 

to protect the medical record data security. Minister of Health of the Republic of 

Indonesia enacted the Minister of Health Regulation no. 24 of 2022 on medical record. 

The regulation aims to implement the technological advancement to fulfill the 

community's needs of single medical data and electronic medical records, which could 

be accessed through a single application named Satu Sehat It also obliges all healthcare 

facilities to use electronic medical record by adhering to electronic system standard set 

by the Ministry of Health.  

Considering that there are still risks to patients’ data security, Principles of 

confidentiality, integrity, and availability are paramount, as stipulated in Article 29 of 

Regulation of Minister of Health no. 24 of 2022. Electronic medical records need two 

types of protection: legal and system protections.34 

(a) Legal Protection, legal protection, which is part of repressive efforts, states that 

if a healthcare facility, including a hospital, is proven to be involved in data breaches or 

                                                             
33 Ibid. 
34 Zebua, Harianus. “Pengamanan Data Pasien Dalam SIMRS Dan SIM Klinik.” aido.id, 9 Januari 2023, 

https://aido.id/health-articles/pengamanan-data-simrs-simk/detail. 
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disclosing information to the public, according to Article 58 of the Health Law No. 36 

of 2009, the hospital can be sued for damages.  If, in civil law, the hospital is proven to 

be at fault, the hospital must be held accountable In Indonesia, Minister of Health 

Regulation no. 24 of 2022 could be used to protect the electronic medical record. (b) 

System Protection, system protection is related to a clinic’s information and 

management system. The system should prepare a data back up. Several cyber attack 

cases usually damage patients’ medical data stored in the healthcare facility’s central 

data storage. Back up data stored separately from the primary system would be 

significantly helpful when cyber attack occurs. The back up data allows immediate 

recovery of data. The data should also be encrypted using access key held by authorized 

individuals.  

That is, legal and system protection are important aspects of electronic medical 

record system. The government, as the healthcare provider, is obliged to warrant the 

security of patients’ data stored in electronic medical record. 

The confidentiality of patient data, including the contents of medical records, is 

a patient's right.  Meanwhile, medical records (in manual form) are the hospital's 

property, and even in electronic form, they remain the hospital's responsibility.  Because 

of the confidential nature of medical records, several rights emerge as manifestations of 

this confidentiality, including the right to privacy, patient access rights, the right to 

medical confidentiality, and the right to refuse the disclosure of medical secrets.35  This 

means that the protection of patient data is a shared responsibility, encompassing both 

the personal data of patients and the contents of their medical records. 

Repressive legal protection in the event of healthcare facilities like hospitals 

being proven to have disclosed information to the public is covered by Article 58 of the 

Health Law No. 36 of 2009, which states that hospitals can be sued for damages. In 

terms of legal administrative responsibility, hospitals and healthcare professionals 

directly involved in data breaches can face administrative sanctions, including permit 

                                                             
35 Kurniawan, Alfian Kristian and Anang Setiawan. “Perlindungan Data Rekam Medis Sebagai Bentuk 

Perlindungan Data Pribadi Pasien Selama Covid 19.” Jurnal Hukum dan Pembangunan Ekonomi, Vol. 9, 

No. 1, 2021, p. 97, https://doi.org/10.20961/hpe.v9i1.52586https://doi.org/10.20961/hpe.v9i1.52586. 
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revocation or receiving verbal and written warnings, provided that their actions are 

proven to have led to data breaches related to medical records.36   

One effort to protect patients' personal data is the enforcement of the Personal 

Data Protection Law, as it will create a balanced condition between personal rights and 

contribute significantly to creating a well-ordered society.37 Additionally, the role of 

information system administrators is crucial as they have a duty to provide education 

and establish adequate security systems, as outlined in Regulation No. 18 of 2022.38 

 

III. CONCLUSION 

Every Indonesian citizen holds rights to healthcare facilities. Article 28 of the 

1945 Constitution explicitly states that every citizen has the right to health service. In 

other words, this right is the government’s responsibility to fulfill. Health is one of the 

basic human rights that should be fulfilled by the government. Medical record is 

patients’ health history data that begins to shift from conventional to electronic modes. 

Electronic medical records offer more advantages in terms of recording, storage, and 

efficiency when compared to conventional ones. Despite its advantages, electronic 

medical records also possess weaknesses regarding data security. Data stored in the 

system are potentially misused as it contain detailed personal information of a patient. 

The Minister of Health Regulation No. 24 of 2022, particularly Article 29, stipulates the 

protection of patients’ data stored in electronic medical record systems. It is 

recommended to perform regular evaluation and monitoring of system security in order 

to protect the patients’ data. It is also important to have a backup data to anticipate any 

possibility in the future.   

 

 

                                                             
36 Bagaskara, Made Bayu, et al. “Tanggung Jawab Rumah Sakit Terhadap Kerahasiaan Rekam Medis 

(Medic Record) di Masa Pandemi Covid 19." Op.Cit., p. 30. 
37 Humairah, Syifa Addini. “Upaya Penanggulangan Kebocoran data Pribadi Pada Aplikasi Lacak Pasien 

Corona Melalui Pemberlakuan UU PDP.” Jurnal Hukum Lex Generalis, Vol. 4, No. 4, 2023, p. 360. 

https://doi.org/10.56370/jhlg.v4i4.118. 
38 Andriana, Edy Santoso. “Ketidakamanan Perlindungan Data Konsumen Di Sektor e-Health.” Jurnal 

Penelitian Hukum De Jure, Vol. 23, No. 1, 2023, p. 127. 
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